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OVERVIEW OF TECHNOLOGICAL 
CONTROLS SUPPORTING SECURITY 

REQUIREMENTS IN PART 11

Orlando López
IM Systems Part 11 Remediation 

Program Manager

McNeil Consumer Healthcare

Objective

Based on the context of Part 11, 
review the implementation of 
current technologies mitigating  
threats and vulnerabilities of 
computer resources. 

hashing
encryption
digital signatures

Agenda

What’s the problem?
Security Regulatory Requirements
Review Technologies (addressed Computer II)

Implementation Part 11 Security 
Requirements
Case Example
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"I have traveled the length and 
breadth of this country and talked 
with the best people, and I can 
assure you that data processing is a 
fad that won't last out the year.”

~ The editor in charge of business 
books for Prentice Hall, 1957

Disclaimer….
Cryptography is an arcane field and I don't 
pretend to be an expert.
Any mention of products or reference to 
organizations is for information only; it does 
not imply recommendation or endorsement 
by McNeil Consumer Healthcare (MCH) or 
Johnson & Johnson (J&J) nor does it imply 
that the products mentioned are necessarily 
the best available for the purpose.
The opinions expressed in this article are 
strictly those of the author.  They in no way 
represent the view of MCH or J&J.
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What’s the problem?

What’s the problem?

Security of records in transit / 
storage
Person / records authentication

Records in transit

The Internet / Intranet provides a 
convenient medium to connect to 
other networks, but it does not 
provide reliable security features, 
such as entity authentication, or 
protection from hostile users or 
software. 
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Privacy

Integrity

Authentication

Nonrepudiation

Interception Spoofing

Modification Proof of parties involved

Multiple security issues 
to be solved
Multiple security issues 
to be solved

Security of records in 

storage

What’s the problem?

Sample Threat Rates**

Web Site Hacks Threat rate
May 1999 12 per day
October 2000 48 per day
March 2001 180 per day
May 2001 580 per day

Internet RATs * Threat rate
Sep 1999   12  per day
Sep 2000 28  per day 
March 2001 122  per day

* Remote Access Trojans planted to steal passwords
** Statistics by ICSALabs

What’s the 
problem?
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Security 
Regulatory Requirements

21 CFR Part 11
a record rule….
trustworthy

reliability
authenticity
integrity
usability

Regulatory Requirements

Part 11 Security 
Requirements

Part 11 Description G AM P Technological Controls
11.10(c) Protection of records The system should be a ble to maintain electronic da ta over periods

of many years regardless of upgrades to  the software and operating
system.

11.10(d) Access controls
11.10(d) Authentication

The system should restrict access in accordance with pre-configured
rules that ca n be maintained.  A ny cha nges to  the rules should be
recorded.

11.10(e) Audit trail controls
11.10(e) Computer systems time controls

The system should be capable of recording all electronic record
creates, update, and delete operations.  This record should be secure
from subsequent unauthorized alternation.

11.10(g) Authority checks The system should restrict u se of system functions and features in
accordance w ith pre-configured rules that can be maintained.  A ny
changes to the rules should be recorded.

11.10(h) Device checks W here pharmaceutical organizations requires tha t certain devices
act a s sources of data or com mands, the system  should enforce the
requirem ent.

11.30 Technical controls to open systems N ot covered by the G A M P.

11.70 Signature/record linking The system mu st provide a m ethod for linking electronic signatures,
w here used, to  their respective electronic records, in a wa y that
prevents the signature from being rem oved, copied, or changed to
falsify that or any other record.

11.100(a) Uniqueness of Electronic signatures The system should enforce uniqueness, prevent relocation of
electronic signatures, and prevent deletion of information relating to
the electronic signature once it ha s been u sed.

11.300 Electronic signatures security The system should be a ble to identify changes to electronic records
in order to detect invalid or altered records.
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Paper vs Digital
Condition Solution

Privacy Envelopes
Authenticity Notaries, strong ID, physical

presence
Reliability Signatures, watermarks,

barcodes
Nonrepudiation Signatures, receipts,

confirmations

Condition Solution
Privacy Data Encryption
Authenticity Digital Signatures, Digital

Certificates
Reliability Hash Algorithms, Message

Digests, Digital Signatures
Non-repudiation Digital Signatures, Audit Trails

p
a
p
e
r

d
i
g
i
t
a
l

Key condition and solution

Authentication - verifies person 
identity and integrity of e-records.
Encryption - protect the privacy of 
e-records.

Digital Certificates
Certificates establish your identity in 
an electronic world
They are as important as your passport 
when traveling
Certificate ties your identity to a 
private/public encryption key pair
With these keys you can

Authenticate yourself to applications
Encrypt and decrypt e-mail
Sign documents
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Name, address, organization, etc.

Owner’s Public Key

Certificate Valid Dates

Serial Number

Certificate Authority’s Digital Signature

Certificate is publicly available
Public

Certificate

Pair

Closely Guarded

Owner’s 
Private Key

Key Store

Digital Certificates

Two types:
records/messages
person

Passwords based credentials
Certificates based credentials

Authentication, 11.10(d)

Records/messages authentication
encrypting records/messages using 
recipients’ public-key.
employing a session key.

Authentication, 11.10(d)
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Authentication, 11.10(d)

Records/messages authentication

@#$%%^^@@#$$%^
PP(%@$)C$WEQ%#
(%*^&#$$%@$@#($$

@#$%%^^@@#$$%^
PP(%@$)C$WEQ%#
(%*^&#$$%@$@#($$

Encrypt Decrypt

Private KeyPublic Key

To send private data, encrypt it
with the recipient’s public key

Session Key
Each session key is only used with one 
customer during one connection, and that 
key is itself encrypted with the server’s 
public key.  

Authentication, 11.10(d)

With the latest Secure Sockets Layer (SSL) 
and a Secure Server Digital ID, a Web site will 
support the following functions:

Mutual Authentication. The identity of both the 
server and the customer can be verified so that all 
parties know exactly who is on the other end of the 
transaction. 
Message Integrity. The content of all 
communications between the server and the 
customer are protected from being altered en 
route.
Message Privacy. All traffic between the server and 
the customer is encrypted using a unique “session 
key.” 

Authentication, 11.10(d)
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Web-client authentication

• Browser Connects to 
Secure Server

CertS - SSL 3.0

{SessKeyB } CertS + CertB

{Data} SessKeyB

• Browser verifies 
signature on CertS
• Browser generates 
session key (SessKeyB)
• Browser encrypts 
SessKeyB using CertS
• Browser asks operator to 
select a Browser 
certificate (CertB) to 
access server

• Server sends copy of Server 
certificate (CertS) to Browser, 
indicating that SSL 3.0 is enabled 
with client authentication

• Server verifies signature on 
CertB (Server can check other 
information as well)
• Server decrypts SessKeyB
using it’s private key

• Browser and Server use SessKeyB to encrypt all data exchanged over the Internet

Authentication, 11.10(d)
Web-client authentication

Challenge String From Server

@#$%%^^@@#$$%^
PP(%@$)C$WEQ%#
(%*^&#$$%@$@#($$

@#$%%^^@@#$$%^
PP(%@$)C$WEQ%#
(%*^&#$$%@$@#($$

Encrypt

Private Key

=?

“The Moon 
is Blue”

“The Moon 
is Blue”

Decrypt

Public Key

“The Moon 
is Blue”

“The Moon 
is Blue”

Return

Web-client authentication

• Browser Connects to 
Secure Server

CertS - SSL 3.0

{SessKeyB } CertS + CertB

{Data} SessKeyB

• Browser verifies 
signature on CertS
• Browser generates 
session key (SessKeyB)
• Browser encrypts 
SessKeyB using CertS
• Browser asks operator to 
select a Browser 
certificate (CertB) to 
access server

• Server sends copy of Server 
certificate (CertS) to Browser, 
indicating that SSL 3.0 is enabled 
with client authentication

• Server verifies signature on 
CertB (Server can check other 
information as well)
• Server decrypts SessKeyB
using it’s private key

• Browser and Server use SessKeyB to encrypt all data exchanged over the Internet
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Person Authentication
Passwords based credentials or 
simple authentication

User ids and static passwords
User ids and dynamic passwords

• one-time passwords generators

digital certificate-based 
authentication or strong 
authentication

x.509 v3 

Authentication, 11.10(d)

Authentication, 11.10(d)

Certificates based credentials or 
strong authentication

@#$%%^^@@#$$%^
PP(%@$)C$WEQ%#
(%*^&#$$%@$@#($$

@#$%%^^@@#$$%^
PP(%@$)C$WEQ%#
(%*^&#$$%@$@#($$

Encrypt

Private Key

Decrypt

Public Key

This sequence can
authenticate the sender

Protection of records,  
11.10(c)

Records in storage (with/without signatures)

access controls
encryption
hashing
consideration -- degradation electronic 
media

Records in transit
encryption
SSL, Transport Layer Security (TLS) or VPN
Secure/Multipurpose Internet Main Extension 
(S/MIME)
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Preserve confidentiality and integrity 
of data.

A database server is also commonly used 
in conjunction with the web server.  

The primary security concern:
Ensuring that individuals only have access 
to the computer resources for which they 
are authorized.

Access Controls, 11.10(d)

Access Controls, 11.10(d)

Access right list (ACLs)
authority checks
digital certificates

user authentication is the input to the 
access control decision function(s)

Time stamping
audit trails
e-signatures
service to support non-repudiation of 
transactions

Digital Time Stamping
hashing => message digest
message digest sent to DTS
DTS returns a signed time stamp and 
certification

Time Controls, 11.10(e)
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Local Server
connected to a trusted time site
connected to a time calibration service
time stamping

time
message digest
time certificate

Time Controls, 11.10(e)

Authority Checks, 11.10(g)
Complementary to access and 
authentication controls
Granting access to correct 
computer resources and correct 
level of access
Implementation

ACL
authentication, e.g., digital 
certificates

Device Checks, 11.10(h)

An entity can present a digital certificate to 
prove their identity or their right to access 
information.
It links a public-key value to a set of 
information that identifies the entity 
associated with use of the corresponding 
private key. 
An entity can be a person, server, 
organization, account, or site.
The entity is known as the "subject" of the 
certificate.
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Open systems, 11.30

Technological controls
Hashing
Public Key Encryption (e.g., PKI)
Digital Signatures
Cryptographic product/services 
family, e.g., digital notary, digital 
time stamping services, S/MIME, 
SSL,  TLS, VPNs.

Signature / records 

linkage, 11.70

Original document/records

Hash Algorithm
Makes “Digest”

DIGEST
PP(%@$)C$WEQ%#
(%*^&#$$%@$@#($$

DIGEST
PP(%@$)C$WEQ%#
(%*^&#$$%@$@#($$

Encrypt

Private Key

PIFERQ
(%*#%(^%&#*($%
“”:EJD*^%()#&#($$

PIFERQ
(%*#%(^%&#*($%
“”:EJD*^%()#&#($$

Signed Message

Digital Signature
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PIFERQ
(%*#%(^%&#*($%

“”:EJD*^%()#&#($$

PIFERQ
(%*#%(^%&#*($%

“”:EJD*^%()#&#($$

Document/records

Encrypted Digest

Sender’s CertificateSender’s Certificate

Complete Signed 
Document

Signed Message
PIFERQ

(%*#%(^%&#*($%
“”:EJD*^%()#&#($$

PIFERQ
(%*#%(^%&#*($%
“”:EJD*^%()#&#($$

DIGEST
PP(%@$)C$WEQ%#
(%*^&#$$%@$@#($$

DIGEST
PP(%@$)C$WEQ%#
(%*^&#$$%@$@#($$

Reperform
“Digest”

Decrypt

Sender’s Public Key

DIGEST
PP(%@$)C$WEQ%#
(%*^&#$$%@$@#($$

DIGEST
PP(%@$)C$WEQ%#
(%*^&#$$%@$@#($$

Only the sender’s private key 
can have encrypted a digest that will match

=?

Verifying a digital 
signature

Impact of (advanced) linking

Changing any document data after 
capturing the signature, results in 
a changed and effectively lost 
encryption key. 
Without the original document, 
you cannot examine, print, or 
display the signature. 

This is evidence of a powerful link
between data and signature
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Uniqueness of electronic 
signatures

In digital signatures, the private 
key is the main element to sign 
documents/records.
Users or PKI can generate the 
key-pairs.
When generated by PKI, the keys 
are generated using prime 
numbers based on ANSI X9.17.

Uniqueness of electronic 
signatures

The private key is uniquely 
associated with an entity and is 
not made public.

Security electronic 
signatures

Integrity and security of the PKI 
components.

Integrity of the CA and CARL.
Protection of CSPs and public keys.
Physical and logical security of 
servers.
Protection of private key

on local disk (encrypted)
in a token
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Protection of private key

Browser Database
Well supported by IE and Netscape
Not very secure

Tokens and Smart Card
Very secure
Standards are almost here
Some compatibility issues

Security electronic 
signatures

Integrity and security of the PKI 
components.

Tokens or smart cards 
11.300(e)

Initial and periodic testing of devices, such as 
tokens or cards, that bear or generate 
identification code or password information to 
ensure that they function properly and have not 
been altered in an unauthorized manner.

Qualification

IQ infrastructure 
(HW, SW and 
procedural 
controls) in 
support to 
encryption and 
digital signatures

Hashing
Data Encryption
Cryptographic 
Modules
PKI
Digital Signatures
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Operation
Security Policy
Protection user’s private key
Keys management

generation
distribution
maintenance

Periodic audits
Backups
Disaster recovery

Case Example: 
Security of records in 

transit

QA person sends 
encrypted and signed
email for a drug master 
production record or a 
drug batch release 
authorization.

Email is 
signed and 
encrypted

Individual or  
Organization 
receives the 
approved drug 
master 
production 
record or a drug 
batch 

•Decrypts the 
message 

•Checks the 
authenticity of 
the sender

Case: Security of records 
in transit / storage

“Validate e-mail systems that carry 
master production records 

approvals”
Part 11 Compliance Report, 17OCT01
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820.75(a)
“Where process results cannot be fully verified 
during routine production by inspection and 
test, the process must be validated according 
to established procedures”
Process must be validated if:

results cannot be fully verified by inspection 
and test

But…encrypted and signed files can be fully 
verified!

Case: Security of records 
in transit / storage

Signed Message
PIFERQ

(%*#%(^%&#*($%
“”:EJD*^%()#&#($$

PIFERQ
(%*#%(^%&#*($%
“”:EJD*^%()#&#($$

DIGEST
PP(%@$)C$WEQ%#
(%*^&#$$%@$@#($$

DIGEST
PP(%@$)C$WEQ%#
(%*^&#$$%@$@#($$

Reperform
“Digest”

Decrypt

Sender’s Public Key

DIGEST
PP(%@$)C$WEQ%#
(%*^&#$$%@$@#($$

DIGEST
PP(%@$)C$WEQ%#
(%*^&#$$%@$@#($$

Only the sender’s private key 
can have encrypted a digest that will match

=?

Verifying a digital 
signature

Validate e-mail systems that carry 
master production records approvals?

Case: Security of records 
in transit / storage
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Thanks for your attention.

FIN


